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ABSTRACT—Presently the arduous task is to monitor International borderareas. The security of the country is 

very crucial. The border guarding forces are constantly patrolling the border as much as possible, but it’s not 

an easy task. It is not viable to monitor each and every moment. In order to improve the situation, an intelligent 

robot can be employed. A trespasser can be automatically detected by the robot and then report this to the 

security control unit. Most of the military departments in the world use robots to perform risky jobs instead of a 

solider. In this present work, a Raspbian operating system based spy robot platform which can automatically 

move around and detect personnel as a solider. Also, we are using gas sensors to detect the hazardous gas and 

thermal sensors to give a warning to the security control unit that the robot is destroyed. The concept of Internet 

of Things (IoT) and Machine Learning(ML)has been deployed which will protect the country from enemies, 

minimize manual error, save human lives. The spy robot comprises of Raspberry Pi, pi camera and few sensors. 

The detection of obstacles is by IR sensor. The robot moves away automatically if it sense any object present 

near it avoiding collision. The pi camera captures the faces and checks if the person is a solider. If not, the 

image is posted inside the web page of the control unit. The commander in control room able to access the 

image and the commander can take the necessary action such as to fire the trespasser or not. The intelligent spy 

robot can also be applied and customized for various fields like banks shopping malls and industries. 

Keywords—Raspbian OS, Machine learning, IoT, Spy Robot, Raspberry Pi, IR sensor, Gas sensor, Thermal 

sensor, K nearest neighbor. 
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I. INTRODUCTION 
Autonomous robotic system is one of the superlative innovations in the contemporary world. The 

proposed embedded spy robot detects humans in the borderline areas which is very helpful for army personals to 

monitor the border carefully. This system reduces the patrolling forborder guarding forces. Along with this the 

robot detects hazardous gases and triggers an alert if the pollution level in the environment is elevated. The 

robot can also send the temperature of the environment to the control unit.The IR sensor is used to detect any 

obstacle on the way of robot. This can help the commander in the control unit to check if the robot is spotted and 

destroyed. Sometimes it is laborious for the army personnel to enter into War-field affected areas. In these 

scenarios, the spy robot can be deployed to monitor their actions [1].  

The proposed system uses camera to detect the motion of human body and capture the image if it is an 

unknown person.  Here we are training the Raspbian operating system by the set of soldier’s images usinghaar 

cascade algorithm. The robot does not take any action if it recognizes the image as a solider. The image of the 

unknown person is sent to the control unit using cloud. The obtained image can be further classified into humans 

and animals using k-nearest neighbor algorithm. The commander in the control unit can take an action to either 

fire or not fire the trespasser. 

Theembeddedautonomousspy robot detectshuman which provides a cost effective robot for saving the 

lives of army persons in the borderline areas.The wireless communication by using cloud between the robot and 

control unit will help to send the data faster. The surveillance of the borderline will be made easier by deploying 

this system.  

 

II. MATERIAL AND METHODS 
 Two gear motors are adequatefor the mobility of the spy robot. For the Protection of Raspberry-pi 

module from the damage, the motor driver module is used to supply enough current to drive two gear motors. 

The advantage of using two gear motors is to reduce the power consumption. The sensing of the obstacle is done 
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by the two IR sensors. IR Sensor can sense any object in front of spy robot. The robot continues to move in a 

particular direction and when the obstacle or object is found in front, it will revert back in the opposite direction. 

Similarly, if the obstacle is found in the right, it turns left and visa- versa.The gas sensor is used to detect any 

hazardous gas in the environment. The information of the abnormality in the air is sent to the commander 

control unit. The commander can take necessary actions such as alerting the people in the region. If the robot is 

destroyed by firing, the battery temperature rises drastically and leads to explosion. So, by the use of thermal 

sensor the commander can know the robot is crashed. 

 The visual sensor (pi camera) captures the image if a person is detected and sends it to the web server if 

it is aunknown person. Instead of deploying a gun, stepper motor is placed in this system. The motor rotates if 

the commander gives the command as fire. The received image from the robot will also be further processed and 

classifiedbetween animals and humans. 

 Raspberry-pi has been widelyused to build projects in various fields like agriculture, industries, 

medical and defense [2]. The Raspberry-pi 3 module is used which having an inbuiltwireless controller and pi 

camera support. In spy robot can be used to detect the presence of enemies at the border and the presence of 

unauthorized people. The commander will be observing this image data received from the robot on the web page 

at the control room.Control unit communicates with spy robotic unit with the help ofa common IP Address [3]. 

This IoT application is developed by python,Matlab, HTML and Javascript. The proposed system has limitation 

due to wheeled mechanisms which is more suitable for almost flat surface and is not suitable for rough terrain 

environments like rocky or hilly terrain.Figure 1 shows the block diagram of the spy robot for examining the 

borderline areas. 

 

 
Figure 1: The block diagram of the spy robotfor examining the borderline areas. 

 

 The Raspberry pi 3 has with a 64-bit 1.2GHz quad-core processor, 1GB RAM and WiFi. It also has 4 x 

USB 2.0 ports, 10/100 Ethernet, 40 GPIO pins, Full-size HDMI 1.3a port, Camera interface (CSI), Combined 

3.5mm analog audio and composite video jack, a Display interface (DSI), MicroSD slot and VideoCore IV 

multimedia/3D graphics core @ 400MHz/300MHz and the Raspberry pi Camera V1 is 5MP static sensitive type 

camera [3]. The CSI port of Raspberry piis connected with pi camera module is connected. 

 A color image is represented by three components, such as RGB(Red, Green, Blue), XYZ, YIQ, HIS 

and these will play a significant role in classification of animals and humans. Due to perceptual uniformity of 

HSV(Hue, Saturation, Value) the feature can be extracted.The Haar Cascade is trained by superimposing the 

positive image over a set of negative images for detecting face [5].A simple algorithm called K nearest 

neighbors classifier can stores all available cases and classifies new cases based on a similarity measure (with 

respect to distance function). TheK nearest neighbors is used for the classification of humans and animals. 

 K nearest neighbors is interpreted as k-number of points relatively closer to a point in n-dimensional 

space. The Euclidean distance is calculated between testing and training samples. The k-training samples with 

lesser distances are termed as knn(K nearest neighbors). So, among k-training samples, the maximum number of 
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samples which are most similar to a test sample, proves out to allocate its class label to the given test sample [6]. 

The working of the entire spy robot is given in figure 2. 

 

 
Figure 2: Working of Spy Robot. 

 

III. RESULTS 
The spy robot detects objects using IR sensor. The Pi-camera captures images if it finds any person in 

front of it. The input image is taken from the Pi-camera and pre-processing is done [4]. Later, Image filtering is 

applied for sharpening, removing noise, and edge detection. Then the features are extracted by the haar cascade 

algorithm. Later the data is trained and the knowledge is fed inside the system. 

Firstly, the data sets of solider are collected. The model is trained with the collected data.The system 

captures the photo of the person in the borderline area.The spy robot compares the image with data set and 

identify whether the person is solder or unknown person [8].If it is unknown person, image is sent to 

Commander Room through cloud.Commander has the authority to check the image and take action to shoot the 

person if he is terrorist or a trespasser. 

Figure 3 shows the photograph of the intelligent spy robot for surveillance in the border line areas. The 

web page where the control unit can take action is shown in figure 4. In figure 4 we can see that the temperature 

and gas value is give. The temperature of the environment is displayed and if the environment is polluted, it will 

display that gas is abnormal. 

 

 
Figure 3: Photograph of the intelligent spy robot for a surveillance in the border line areas. 
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Figure 4: The web page of the control unit. 

 

 For further analysis of the human and animal classification k-nearest neighbor algorithm is 

contemplated [7]. The images is firstly converted into grey-scale and later converted into ostu threshold using 

Matlab as shown in the figure 5 for both human and animal. Figure 6 shows the result of the classification. 

 

 
Figure 5: Otsu threshold for human and animal. 

 

 

Figure 6: Classification result of human or animal. 

 

 This spy robot can be used for many applications in military like navigator in forest, detect trespassers, 

bomb detector with metal detection sensor, etc. It is used to minimize human casualties in terrorist attack. The 

future work of this system is to add continues track such that the robot can move in any type of surface. The 

system can also be implemented in drones which can be beneficial in war field, hilly terrain, terrorism and 

sensitive areas. 

 

IV. DISCUSSION AND CONCLUSION 
 The intelligent spy robot is used for the security and can operate efficiently in order to collect various 

types of information in the borderline areas that required by commander in the control unit. For instance, the 

presence of unwanted folks in war areas who are restricted to enter the region can be determined by Pi- camera 

which is  triggered and the camera module immediately to captures an image and send it to the web page in a 

common IP address.Raspberry Pi acts as a brain of the spy robot. The Robot is operated by four modes. Firstly, 
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the Robot navigates freely based on the sensor status. Secondly, Capture the image of an unknown folk and send 

it to the web page. Thirdly,detect the gas and the thermal values based on the sensor and provide information to 

the web page.Fourthly, monitor the information present on the web page, and control accordingly with various 

buttons. Furthermore the analysis between the human and animal is classified.  
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