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Abstract: Dependence on cyberspace is a phenomenon of necessity that occurs in the modern era. The rapid
development of information and communication technology has changed various sectors in social life.
Regardless of the benefits it provides, the existence of such technology presents its own risks in the world of
national defense. The industrial revolution 4.0 which presents various types of technology can endanger the
condition of the country if it is developed by the wrong party. The concept of national defense and national
resilience must be sensitive to the risks arising from these technological advances. This article briefly describes
how defense science needs to take into account the risk of cyber-based technology in the era of the 4.0 industrial
revolution that is currently sweeping the world. The content of this article is the result of research using a
phenomenological approach to a number of recent global events in the cyber domain.
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I. INTRODUCTION

The rapid advancement of technology and information has changed the behavior of human life in
various sectors of life. Its ability to break down the boundaries of time and space has resulted in various
revolutions in the manufacturing, finance, telecommunications, trade, transportation, education, health and other
sectors - including the defense and security sectors [1, 2].

The existence of Indonesia as a country is largely determined by its ability to manage and defend its
sovereignty - especially in terms of anticipating and overcoming various threats and at- tacks from within and
outside the country. Considering the condition of Indonesia as an archipelago with a geographically dispersed
condition, the challenges in managing this sovereign territory can only be answered by the implementation of
reliable, robust and high quality technology [3, 4].

In the conventional paradigm of defense of countries in the world, land, sea, and air entities become the
focus domain for safeguarding a country’s sovereignty. For this reason, there are three major dimensions in the
implementation of its doctrinal concepts, namely the Army, Navy and Air Force. Each of these generations has a
clear cut scope and parameters in determining the territory of its guardianship - considering that the three
domains are mutually exclusive (mutually exclusive) [5].

The various phenomena that occurred after the discovery and application of computer technology
presented a new type of arena and warfare model that had never happened before. This invisible war has unique
characteristics, so that it cannot only be anticipated or handled using the three-dimensional approach above. This
phenomenon, which is often termed cyber war, has a great variety of variances, according to the posture,
characteristics and complexity of the features it presents [6].

Asymmetric war or asymmetric war is one such variant. In this war, the two warring sides did not have
equal physical strength. Even at the extreme point of an asymmetric war, a country can be overwhelmed when
faced with only one per- son. This individual innovatively succeeded in destroying the defense of a country only
by using computing devices as his main weapon. The paradigm of attacking without armed forces is the
principle used as a philosophical approach in modern warfare [7, 8].
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Another example is a proxy war or what is often referred to as a proxy war. A fighting model in which
the two warring par- ties do not face-to-head but instead use a third party (proxy) as the main stepping stone for
their attack strategy [9,10]. The principles of doing politics of fighting against each other, slander, and
disinformation are a number of philosophical strategies adopted to win a war.

In line with the increasingly rapid development of internet technology, so many other cyber arena-
based war models were born, such as: hoax wars, influence wars, perceptions wars, slander wars, social media
wars, infrastructure wars, network wars, and so on. So it is not an exaggeration if some discourses begin to talk
about "cyber" as a new dimension that should be considered and given attention to cyber [11].

Indonesia’s experience as a nation and a sovereign state that has been around for about 75 years shows
that this cyber war phenomenon is not a mere figment, but has come and poses a separate threat to the integrity
of the Unitary State of the Republic of Indonesia. In the existing records, there have been several cyber war
events between the Indonesian community and the people of other countries such as Malaysia, Australia,
America, Israel, China, Russia, and so on. The triggers for the wars that occurred were very diverse, ranging
from very fundamental reasons based on idealism, ideology, and fanaticism - to those that were so simple as
because of competition in sports, arts, trade, and other humanities matters. So many cyber wars occur between
components of the nation in the country, such as:

Several studies and analysis results show that the impact or damage resulting from these invisible wars
is very significant. In a number of incidents it even shows the potential that can divide the integrity of the nation
and state [12].

Il. CYBER DEPENDENCY IN IR 4.0

The rapid development of information and information technology has given birth to a cyber arena that
is formed because of the connection between millions of computing resources around the world. Even the
placement of sensors on physical objects connected to the internet (read: internet-of-things) has given birth to a
new revolutionary era called the Cyber Physical System which colored the birth of the 4.0 Industrial Revolution
era [13]. The implementation and use of internet technology in all sectors of public life such as education,
health, trade, finance, transportation, distribution, manufacturing, government, and so on (including military and
defense) have increased the level of human dependence on the cyber world (read: cyber dependency). The
internet is a giant network that is formed from the connection of thousands of computing resource systems on
this earth. The virtual arena formed by the existence of this internet network is termed a "cyber world". This
cyber has very unique characteristics, namely [14, 15]:

. Social, a place where various diverse individuals meet to communicate, interact, and collaborate;
. Interactive, the occurrence of active multi-way communication between those who
are connected to each other virtually;
. Vulnerable, vulnerable or prone to various disturbances due to the gathering of parties with different
interests;
. Unregulated, there are no standard rules or regulatory authorities that have the authority to regulate
data traffic and communications that occur;
. Anonymous, the tendency to not know the identities of the various parties that interact in the internet
ecosystem;
. Global, open freely for all individuals on planet earth to interact without any obstacles;
. Dependent, highly dependent on the availability and reliability of transmission and computing
technologies that form the internet ecosystem;
. Insecure, a feeling of insecurity due to virtual interactions with unknown parties;
. Uncontrollable, impossible to control because architecturally built by nodes and

networks (paths) that are plural connected (mash);
. Dynamic, growing rapidly because more and more parties are joining and the services offered; and
. Ubiquitous, can be accessed with various digital devices from anywhere and anytime.

In line with the increasing benefits of the internet for human life, there are also high risks associated with it [16,
17]. The value or value of the internet is considered to be getting higher and higher due to the following
phenomena:

. The flow of important data and information via the inter- net, such as: credit card numbers,
important passwords or passwords, value of money transfers, confidential documents, transaction information,
event log files, and so on;

. The proliferation of application platforms in which there are millions of members with detailed data
regarding their profiles, identities, preferences, and interaction track records;
. Increasing the number of trading sites and applications (e- commerce) that have high  volume and

frequency of trans- actions;
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. The flood of social media sites connecting thousands of communities and millions of individuals from
various parts of the world;
. Allows the internet to be used as a medium for controlling various digital systems or sub-systems,
especially those related to internet-of-things technology;
. The explosion of structured and unstructured data (big data) stored in various

computing facilities; and so forth.
Of course the high value of the internet and cyber world at- tracts the attention of criminals and cyber criminals

[18, 19].

For them, committing crimes on cyber has a number of advantages over the physical world, including:
. It does not require high costs;

. The amount of potential profit or proceeds from crime;

. Relatively easy to implement;

. Rapid execution; and

. The extent of the impact or exposure.

I1l. CYBER THREATS AND NATIONAL DEFENSE
The biggest risk facing cyberspace is disruption [20]. In principle, the thousands of types of attacks that exist
can be classified into 4 (four) groups, based on their modus operandi and goals to be achieved:
. Interception: in the form of attempts to obtain confidential data or information using various
wiretapping techniques. Techniques such as spyware, sniffing, man-in-the-middle attacks, etc. are often used as
instruments in carrying out this type of attack.

. Interruptions: disruption of service or operation of a sys- tem due to a number of physical or virtual
attacks, such as: fiber optic network disconnection, botnet attacks, malware, worms, and so on.
. Modification: the activity of changing the data or content of a message so that the phenomenon of

disinformation or misinformation occurs. Examples of this type of attack include: web defacement, SQL
injection, trojans, and so on.

. Fabrication: techniques to trick a person or party by impersonating an official institution, for example
by means of phishing, social engineering, and so on.

The role or existence of computers or the internet itself can vary in the context of attacks such as:

. The internet is used as a medium for attack, by exploiting it as a giant and massive transmission
infrastructure;

. The internet is used as a tool to attack, by using the existing computing resources as a powerful weapon
to paralyze various systems and / or steal data;

. The internet is the target of an attack, because then the system or sub-system in it will be disrupted,;

. The Internet as an arena where "battles" occur, because this virtual area can bring together various
parties who have different interests; and

. Internet as a hiding place or interaction of criminals, especially with the darknet and deep web
perimeter.

By considering the various phenomena above, it can be concluded that every institution or industrial sector that
has a digital or internet-based system will face a variety of risks, such as: operational risk, organizational risk,
reputation risk, and so on. Of all the potential unwanted events, the most feared is if the disturbance has the
potential to cause a crisis. Examples of incidents of cyberattacks in other countries that trigger a national crisis
in the defense sector are:

. Attacks on the electricity generation and distribution sys- tem which resulted in power outages in the
nation’s capital for a long time (total blackout);
. Attacks on nuclear installations that are controlled by digital systems that
endanger the surrounding community;
. Attacks on reversible military weaponry programmed to paralyze the owner
country;
. Attacks on radar systems of commercial aircraft, which, if occurred, could

endanger the lives of thousands of people; and so forth.
Attacks on this system or sub-system clearly have the potential to trigger a national crisis, in the sense that a
situation occurs that can endanger the safety, integrity and sovereignty of the nation [21].

IV.CHALLENGES FACING INDONESIA
Moving on from a number of events that occurred in the past, it can be seen that there is a "stuttering"
of the state and all components of its entity in dealing with this cyber war phenomenon - especially if the
"warring" parties are groups originating from within their own country. This confusion is very understand- able
considering the absence of a special doctrine that has been prepared and understood by all components of the
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nation and government in dealing with this phenomenon [5]. The absence of the same frame of mind in the
context of cyber war is evident in the following phenomena:

. It is unclear who should be the main leader or coordinator responsible in case of

various variations of cyber warfare at the local and national levels, especially if the
“battles” that occur are parallel or simultaneous;
. The absence of standard mechanisms and procedures that must be obeyed by various parties in the
event of a war in the cyber world;
. Absence of the same parties and opinion in identifying, detecting, and declaring a

cyberwar going on;
. Incomplete instruments and legal instruments which are effective to be used as a

basis for preventing and overcoming cyber warfare;
. Lack of solid references as a guide in carrying out strategic processes such as: risk
mitigation, impact analysis, potential damage, and so on; and
. The number of parties who "clash with each other” or "shift responsibility” when a cyberwar occurs,

especially when it comes to meeting emergency needs such as sharing re- sources, access to special data /
information facilities, deployment of institutional professionals, and so on.

In short, the handling of events related to cyber warfare in Indonesia is still incidental and sporadic in nature,
far from implementing a structured and systematic process mechanism. If this situation and condition is allowed
to be very dangerous to national defense, because it will be exploited by criminals and not responsible for
continuing to initiate destructive cyber war- fare [3, 18, 22].

V. DEFENSE PHILOSOPHY AND TECHNOLOGY RISK

State behavior-based ontology of defense always uses a state or nation approach as an object of study.
Meanwhile in cyberspace, state boundaries in the context of space and time have collapsed - thus creating the
concept of stateless or borderless as its characteristics. In other words, it becomes irrelevant to see defense
science as a field of study based on the ability of a country to maintain its existence. The phenomenon of the
formation of cross-geographic "new countries™ based on ideology, race, class, interest, history, economy, etc. is
a new phenomenon that must be studied using a new paradigm [23].

The epistemology of defense science which produces various concepts and theories related to national
defense also needs to be reexamined. Recent incidents in the modern war era show how the element of art is
more dominant than the scientific aspect - so that the pressure of the concept of defense which was previously
oriented to military, management, government and warfare, is now turning to social sciences such as
psychology, culture, history, education, and so on [24].

The axiology of defense science has experienced a significant shift. Initially, the principle of the
benefits of defense science was emphasized more on determining the right strategy for a country to maintain its
existence in the form of sovereignty and the safety of its nation [25]. However, with the emergence of various
new phenomena and paradigms, the essence of defense science philosophically has entered into a deeper level,
which is to provide an essential explanation to a country regarding its reason for being. Because only then can
every individual who is in the social ties of a country be willing to maintain the existence of the country along
with the various values and characteristics that exist in it.
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