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Abstract: In this paper we have described the signature scheme inwhich an individual can sign a document 

ormessage onbehalf of entire group. Here, a group blind signaturescheme has been proposed. Our scheme 

combines the already existing notions of blind signatures and group signatures. It is an extension of Camenisch 

and Stadler'sGroup Signature Scheme [12] that adds the blindness property.One important requirement of 

electronic cash systems is the anonymity of customers.Unconditional anonymity is also very well suited to 

support criminals inblackmailing. Chen, Zhang and Wang suggested an offline electroniccash scheme[10] to 

prevent blackmailing by using the group blind signature. In their payment system, they used a group signature 

scheme of Camenisch and Stadler for large groups which is not secure.In this paper we improve these electronic 

cash systems to prevent blackmailing, money launderingand illegal purchases by using a secure coalition-

resistant group blind signature scheme. 

Keywords:anonymity, blackmail, group blind signaturescheme 

 

I. INTRODUCTION 
Blackmailing is the most serious drawback of the known payment systems offering unconditional 

anonymity. Solms and Naccache [2,10] showed that anonymity could be used for blackmailing or money 

laundering by criminals without revealing their identities.A blackmailer can receive blackmailed money from 

his victim so that neither thevictim nor the banks are able to recognize the blackmailed coins later. Furthermore, 

blackmailedcoins can be transferred anonymously via an unobservable broadcasting channel.This attack is 

called the perfect crime; as it is impossible to identify or trace the blackmailer. To solve anonymity of 

customers, electronic payment systems with revocable anonymity have been proposed.Also, various electronic 

cash systems using group signature schemes have been proposedinInternational Conferences. 

Traoreproposed a solution [14] that combines a group signature schemeand a blind signaturescheme in 

order to designing fair off-line electronic cash. Recently, Qiuet[15] presentedthe new electronic cash system 

using a combination of a group signature scheme and a blind signature scheme. Canard and Traore (2003) and 

Choi suggested[16] that the Qiu’s system does not provide the anonymity of the customers.In these 

paymentsystems trusted third parties are able to revoke the anonymity of the customers in case of suspicious 

transactions. When illegal acts like blackmailing are disclosed, the trustedthird party can block various attacks 

on payment systems by tracing the coins or thecustomers.Kugler and Vogt proposed an online payment system 

[17] without trusted third parties to defeat blackmailing. Depending on the power of the blackmailer, 

blackmailing can be categorized as follows: 

• Perfect crime: The blackmailer contacts the victim via an anonymous channel andthreatens him to withdraw 

some coins which are chosen and blinded by the blackmailer. The blackmailer communicates only with the 

victim but cannot observe the victim’s communication with the bank. 

• Impersonation: The blackmailer gains access to the victim’s bank account and withdraws coins by himself. 

The blackmailer communicates directly with the bank but cannot observe the victim’s communications with the 

bank. 

• Kidnapping: The blackmailer has physical over the blackmailed victim and withdraws the coins similar to the 

impersonation scenario. The blackmailer communicates directly with the bank and prevents the victim from 

communicating with the bank. 

 

II. BASIC MODEL 
An anonymous off-line electronic cash system consists of three collections of probabilistic, 

polynomially-bounded parties, a bank B, users U, shops S and three main procedures [1]: withdrawal, payment 

and deposit (Figure 1). Users and shops maintain an account with bank, while 

-U withdraws electronic coins from his account, by performing a withdrawal protocol with bank B over an 

authenticated channel. 

-U spends a coin by participating in a payment protocol with a shop S over an anonymous channel and 

-S performs a deposit protocol with the bank B, to deposit the user’s coin into his account. 
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Fig.1: Basic model an anonymous off-line electronic cash system 

 

III. GROUP BLIND SIGNATURE 
Group Signatures preserve the anonymity of the signer. Blind Signatures preserve the privacy of the 

message to be signed. Group Blind Signatures combine properties of the above and thus preserve both the 

anonymity of the signer and theprivacy of the message. [18]The primitive which combines the properties of a 

blind signature and a group signature was introduced byLysyanskaya and Zulfikar [12]. 

 

IV. OUR OFF-LINE ELECTRONIC CASH SYSTEM 
In this section we improve the electronic cash systems of Maitland and Boyd [19]and Chen. [20]to 

prevent blackmailing, money laundering and illegal purchases by using a practical and secure coalition-resistant 

group blind signature scheme. Also, we use a group signature scheme proposed by Ateniese[21]. The system is 

modeled by six types of participants: customers, blackmailers, merchants, banks, supervisors and trusted parties. 

The customers honestly withdraw money from the bank and pay money to the merchant. The merchants get 

money from customers and deposit it in the bank. The banks manage customer accounts, issue and redeem 

money. 

The bank can legally trace a dishonest customer with the help of the trusted parties. A supervisor and a 

bank form the first group and a trusted party acts as the FirstGroup manager (GM1). All customers who open a 

bank account form the second group and a trusted party is the second group manager (GM2). When a customer, 

who shares a secret with the bank, wants to withdraw electronic coin m from his account, the bank applies a 

group blind signature protocol to m and decreases appropriate amount from the customer’s account. Everyone 

including the merchant can verify the validity of group blind signature with the public key of the group. If a 

blackmailer kidnaps a customer and forces the bank to sign the coin m, the supervisor, instead of the bank, 

applies a group blind protocol to m. The blackmailer cannot detect the coin was marked by supervisor. When the 

merchant deposits the marked coins in the bank, the bank can verify the coin is not signed by himself. Thus, the 

bank can detect all marked coins. 

 

 
Fig 2.1: Group Blind Signature Schema 
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Fig 2.2: Group Blind Signature Schema 

 

 
Fig 2.3: Group Blind Signature Schema 

 

 
Fig 2.4: Group Blind Signature Schema 

 

 

4.1 System Setup: 

The first group manager (GM1) executes the next steps to setup parameters of the group comprised of the 

bank and the supervisor: 
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1. Let k, lpand ε>1 be security parameters and let λ1, λ2, γ1, γ2 denote lengths satisfying λ1>ε (λ2 + k) + 2, 

λ2>4lp, γ1> ε (γ2 + k) + 2 and γ2> λ1 + 2. Define the integral ranges Λ =]2λ1−2λ2, 2λ1 +2λ2 [ and Γ =]2γ1−2γ2, 

2γ1 +2γ2 [. 

2. Select random secret lp-bit primes p׳, q׳such that p = 2p1 +׳ and q2 =׳q1 +׳ are prime. Set the modulus n = 

pq. It is a good habit to restrict operation to the subgroup of quadratic residues modulo n, i.e., the cyclic 

subgroup QR(n) generated by an element of order p׳q׳. This is because the order p׳q׳of QR(n) has no small 

factors. 

3. Choose random elements a, a0, g, h ∈QR (n) of order p׳q׳. 

4. Choose a random secret element x 𝑧
𝑝׳𝑞׳

∗ and set y = g
x
modn. 

5. Finally, let H be a collision-resistant hash function H:{0, 1}
*→ {0, 1}k. 

6. The group public key is P = (n, a, a0, H, y, g, h, lG, λ1, λ2, γ1, γ2). 

7. The corresponding secret key is S = (p׳, q׳, x). This is the GM1’s secret key. 

 

The second group manager (GM2) executes the same steps as GM1 to setup parameters of the customers 

group with the following modifications: 

1. Choose random elements a׳, a0, g׳, h ∈QR (n) of order p׳q׳. 

2. Choose a random secret element x׳ 𝑧𝑝׳𝑞׳

∗ and set y׳=g׳
x׳
modn. 

3. The group public key is P׳= (n, a׳, a0, H, y׳, g׳, h, lG, λ1, λ2, γ1, γ2). 

4. The corresponding secret key is S׳= (p׳, q׳, x׳). This is the GM2’s secret key. 

 

4.2 Join the Group: 

We assume that communication between the group member and the group manager is secure, i.e., 

private and authentic. 

 

The Bank and the Supervisor: 

To obtain his membership certificate, each userUi(the supervisor and the bank) must perform the following 

protocol with GM1: 

1. Generates a secret key xi∈Λ. The corresponding public key is C2 = a
xi
mod n.The user Uialso proves to GM1 

that the discrete logarithm of C2with respect to basea lies in the interval Λ. 

2. GM1 sends Ui the new membership certificate (Ai ,ei), where eiis a random prime chosen by GM1 such that 

ei Γ and Aihas been computed by GM1 as Ai=(C2a0)
1/ei

mod n. 

3. The GM1 creates a new entry in the membership table and stores (Ai, ei) in the new entry. 

 

The Customers: 

To obtain his membership certificate, each customer Custimust perform the following protocol with GM2: 

1. Generates a secret keyxi
׳׳
∈Λ. The corresponding public key isC2

׳
=a׳xi

׳׳

mod n.The user Custialso proves to 

GM2 that the discrete logarithm of C2
׳
with respect tobase a׳lies in the interval Λ . 

2. GM2 sends Custi the new membership certificate (Ai
׳
,ei

׳
), where ei

׳
is a random primechosen by GM2 such 

that ei
׳

Γ and Ai
׳
has been computed by GM2 as Ai

׳
=(C2׳a0)

1/e׳i
mod n. 

3. The GM2 creates a new entry in the membership table and stores (Ai
׳
,ei

׳
) in the new entry. 

 

 

4.3 The Blinding Protocol: 

The protocol for obtaining a group blind signature is as follows. The signer (the bank and the 

supervisor) does the following: 

1. Computes 

 A = Aiy
xi
(mod n)  

 B = g
xi
( modn)  

 D = g
ei
h

xi
( modn) .  

 

2. Chooses random values  

 𝑟1 𝜖±{0, 1}ε(γ2+k) 

 𝑟2 𝜖 ±{0, 1}ε(λ2+k) 

 𝑟3 𝜖 ± {0, 1}ε(λ1+2lp +k) 
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 𝑟4 𝜖 ±{0, 1}ε(2lp +k) 

and computes 

 𝑡1 =A 𝑟 1 /𝑎 𝑟 2𝑦 𝑟 3  

 𝑡2 =B 𝑟 1 /𝑔 𝑟 3  

 𝑡3 = 𝑔 𝑟 4  

 𝑡4 =𝑔 𝑟 1 ℎ 𝑟 4  

 

3. Sends (𝐀 ,𝐁 , 𝐃 ,𝒕 𝟏,𝒕 𝟐,𝒕 𝟑,𝒕 𝟏) to the user. In turn, the user does the 𝐟𝐨𝐥𝐥𝐨𝐰𝐢𝐧𝐠: 

1. Chooses α1, α2, α3, α4, δ ∈R{0, 1}ε(lp +k)and computes: 

 t1 = 𝑎0 
δ 𝑡1 𝐴 α1−δ2γ1 /(aα2−δ2λ1 𝑦α3  ) 

 t2 = 𝑡2 𝐵 α1−δ2γ1 /(𝑔α3  ) 
 

t3 = 𝑡3 B δ𝑔α4  

 t4 = 𝑡4 D δ𝑔α1ℎα4  

 

2. Computes: 

c = H(m g h y a0 a∥ A ∥ B ∥ D ∥t1 t2 t3 t4) 

c = c – δ 

 

3. Sends c to the signer. 

The signer does the following: 

1. Computes: 

𝑠1  = 𝑟1 − c  (ei− 2γ1  ) 

𝑠2  = 𝑟2 − c  (xi− 2λ1 ) 

𝑠3  = 𝑟3 −c eixi 

𝑠4  = 𝑟4 −  c  xi 

2. Sends (𝑠1 , 𝑠2 , 𝑠3 , 𝑠4 ) to the user. 

 

The user does the following: 

1. Computes: 

s1 = 𝑠1  + α1 

s2 = 𝑠2  + α2 

s3 = 𝑠3 + α3 

s4 = 𝑠4  + α4 

A =A 𝐻(cǁǁ𝑠1ǁǁ𝑠2ǁǁ𝑠3ǁǁ𝑠4) mod n 

B = B 𝐻(cǁǁ𝑠1ǁǁ𝑠2ǁǁ𝑠3ǁǁ𝑠4) mod n 

D =D 𝐻(cǁǁ𝑠1ǁǁ𝑠2ǁǁ𝑠3ǁǁ𝑠4) mod n 

 

2. The resulting group blind signature of a message m is (c, s1, s2, s3, s4, A, B, D). 

 

4.4 The Withdrawal Protocol: 

The withdrawal protocol involves the customers and the bank. It is very important for the blackmailed 

user to notify the bank the blackmailing without being detected by blackmailer [3, 5]. When a customer opens 

an account in the bank, he shares a secret with the bank to authenticate his identity for future withdrawal. 

Suppose the shared secret is s = k1∥k2 and an agreed symmetric algorithm EKwith the key K. 

When a legitimate customer wants to withdraw a coin m from his account, the bank firstly sends him 

two random messages m1, m2. The customer then computes (Ek1 (m1), Ek2 (m2)) and sends the pair to the bank. 

The bank uses the agreed symmetric 

algorithm with keys k1, k2 to decrypt the pair (Ek1 (m1), Ek2 (m2)). Suppose the decrypted messages are (n1, n2).  

 

We have three possibilities: 

a) If n1 m1 then the bank rejects to serve for the customer. The withdrawal protocol is invalid and ends. 

b) If n1 = m1 and n2 = m2 then the bank knows that the customer is the owner of the account. The bank applies 

the above group blind signature protocol to sign the coin m. 

c) If n1 = m1 and n2≠m2, then the bank is convinced that the customer is controlled by a blackmailer. Suppose 

that this blackmailer forces the customer to reveal his secret shared with the bank. Then, the customer tell the 

blackmailer the secret is s׳= k1∥ 𝑘2
׳
 while his true secret is s = k1∥k2. Then the supervisor mark the coin m, 
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created by blackmailer, by applying the group blind protocol to the coin m. Suppose that the resulting group 

blind signature is ζ = (c, s1, s2, s3, s4, A, B, D). The blackmailer can verify the validity of the group blind 

signature ζ but cannot detect the coin was marked by supervisor. 

 

4.5 The Payment Protocol: 

The payment protocol involves the customers and the merchant. 

1. The merchant first verifies the validity of the group blind signature ζ = (c, s1, s2, s3, s4, A, B, D) with the 

public key P as follows: 

a) Computes: 

 b1 = 1/H(c s1 s2 s3 s4) 

 b2 = 1/H(c s1 s2 s3 s4 A B) 

  𝑡1
׳
 = 𝑎0

𝑐𝐴b1(s1−c2γ1)/(as2−c2λ1 𝑦s3 )mod n 

  𝑡2
׳
=𝐵b1(s1−c2γ1)/𝑔s3 mod n 

 𝑡3
׳
=𝐵𝑐b1 𝑔s4  mod n 

 𝑡4
׳
= 𝐷𝑐b2 𝑔 s1−c2γ1 ℎs4  mod n 

 c׳= H(m g h y a0 a 𝐴𝑏1 𝐵𝑏1 𝐷𝑏2 𝑡1
׳

𝑡2
׳

𝑡3
׳

𝑡4
׳
) 

 

(b) Accept the group blind signature if and only if: 

 c =c׳ 

 s1𝜖± {0, 1}ε(γ2+k)+1 

 s2𝜖 ± {0, 1}ε(λ2+k)+1 

 s3𝜖 ± {0, 1}ε(λ1+2lp +k)+1
 

 s4𝜖 ±{0, 1}ε(2lp +k)+1 

 

2. The customer computes m H(m||c||s1||s2||s3||s4||A||B||D) and signs m = ׳  using the group signature scheme ׳ 

proposed by  

3. (a) Chooses a random integer w׳𝝐{𝟎, 𝟏}(𝟐𝐥𝐩and computes: 

 T1 = 𝐴𝑖
׳
𝑦׳w   (mod n)׳

 T2 = 𝑔׳w  (mod n) ׳

 T3 = 𝑔׳ei w׳ℎ׳  (mod n )׳

 

(b) Randomly chooses: 

 r1 𝜖± {0, 1}
ε(𝛾2+k)

 

 r2 𝜖±{0, 1}
 ε(λ2+k)

 

 r3 𝜖 ± {0, 1}
ε(λ1+lp+k+1)

 

 r4 𝜖±{0, 1}
ε(2lp+k) 

 

(c) Computes: 

 d1 = 𝑇1
𝑟1/(a׳

r2
y׳

r3
 ) 

 d2 = 𝑇2
𝑟1 /g׳

r3
 

 d3 = g׳
r4

 

 d4 = g׳
r1

T׳
r4

 

 

(d) Computes 

 c1 = H(m׳∥g׳∥h∥y׳∥a0∥a׳∥T1∥T2∥T3∥d1∥d2∥d3∥d4) 

 s1 ׳ = r1 − c1(𝑒𝑖
׳
− 2𝛾1

 ) 

 s2 ׳ = r2 − c1(𝑥𝑖
׳׳
− 2

λ1
 ) 

 s3 ׳ = r3 − c1𝑒𝑖
׳
w׳ 

 s4 ׳ = r4 − c1w׳. 

 

(e) The resulting group signature of a message m׳is (c1, s1׳, s2׳, s3׳, s4׳, T1, T2, T3). 

 

4. The customer sends the merchant the group signature (c1, s1׳, s2׳, s3׳, s4׳, T1, T2, T3) of the message m׳. 
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5.  The merchant verifies the group signature (c1, s1׳, s2׳, s3׳, s4׳, T1, T2, T3) of the message m׳with public 

key P׳as follows: 

(a) Compute: 

 d1׳ =𝑎1
𝑐1T1

s ׳
1
−c12𝛾1

/(a׳
s ׳
2
−c12λ1

 y׳
s ׳
3 ) mod n 

 d2׳ = T2
s ׳
1
−c12𝛾1

 /g׳
s ׳
3  mod n 

 d3׳ =𝑇2
𝑐1g׳

s ׳
4  mod n 

 d4׳ =𝑇3
𝑐1 g׳

 s ׳
1
−c12�1 

h׳
s ׳
4  mod n 

 c1׳=H(m׳∥g׳∥h∥y׳∥a0∥a׳∥T1∥T2∥T3∥d1∥d2∥d3∥d4) 

 

(b) Accept the group signature if and only if: 

   c1 =c1׳ 

  s1׳ 𝜖± {0, 1}
ε(�2+k)+1

 

 s2׳ 𝜖 ± {0, 1}
ε(λ2+k)+1

 

 s3׳ 𝜖 ± {0, 1}
ε(λ1+lp+k+1)+1

 

 s4׳ 𝜖 ± {0, 1}
ε(2lp+k)+1 

 

 

4.6 The Deposit Protocol: 

The deposit protocol involves the merchant and the bank as follows: 

1. The merchant sends to the bank the group signature (c1, s1׳, s2׳, s3׳, s4׳, T1, T2, T3) on the message m׳. 

2. The bank first verifies the validity of the group signature (c1, s1׳, s2׳, s3׳, s4׳, T1, T2, T3) using the same 

operations as the merchant (see Step 4 from Subsection of payment protocol). 

3. If the group signature(c1, s1׳, s2׳, s3׳, s4׳, T1, T2, T3) is valid, the bank verifies the validity of the group 

blind signature ζ = (c, s1, s2, s3, s4, A, B, D) using the same operations as the merchant (see Step 1 from 

Subsection payment protocol). Then the bank checks whether: 

D = (g
eb

h
xb

)H
(cǁs1ǁs2ǁs3ǁs4ǁAǁB)

 mod n.                                            (1) 

 

Whereeb, xbare membership keys of the bank. If this test fails but the group blind signature ζ is valid 

the bank knows that m is a marked coin. In this case, the coin m can be rejected. If the group blind signature ζ is 

valid, the test (1) succeeds and the coin m was not deposited before, the bank accepts the coin m and then the 

merchant sends the goods to the customer. 

If the coin m was deposited before, double spending is found. Then the bank requests the GM2 that the 

identity of the dishonest customer to be revoked. 

 

V. SECURITY OF OUR SYSTEM 
Our model allows the members of a group to sign messages on behalf of the group such that the 

following properties hold for the resulting signature: 

1. Blindness of Signatures: The signer is unable to view the messages he signs. Moreover, the signer should 

have no recollection of having signed a particular document even though he can verify that he did indeed 

sign it.This is new with our scheme. 

2. Unforgeability: Only group members can issue valid signatures.  

3. Undeniable Signer Identity: The group manager can always establish the identity of the member who 

issued a valid signature. 

4. Signer Anonymity: It is easy to check that a message/signature pair was signed by a group member, but 

only the group manager can determine which member issued the signature. 

5. Unlinkability: Two message-signature pairs where the signature was obtained from the same signer cannot 

be linked. 

6. Security against Framing Attacks: Neither the group manager, nor the group members can sign on behalf 

of other group members. 

 

VI. Conclusion 
We have proposed a group blind signature scheme that is secure and efficient, and therefore practical 

based on an efficient and provably coalition-resistant group signature scheme. The group blind signature 

properties are used to deliver anonymity, unlink ability and revocation services. We showed how our 

construction could be used to set up an electronic cash system in which more than one bank can dispense 

anonymous e-cash. A blindly signed authority from the bank is used to detect double-spending. Comparing with 

e-cash system proposed by Maitland and Boyd [11] our electronic cash system is resistant against blackmailing, 

money laundering and illegal purchases. Careful consideration to the insider threats will need to be taken for 

offline-cash systems to be truly practical. Other countermeasures against the insider threats such as audit and 
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logging will also need to be deployed with forensics techniques. The scheme discussed in this paper is 

susceptible to diversion and this can lead to perfect crimes. The potential applications of the e-cash technology 

will be useful for realizing copy and access control mechanisms with privacy protection. Designing an authority 

mechanism which is resistant to diversion is an open problem with respect to the underlying group blind 

signature scheme used in this paper. 
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