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Abstract

Vehicular Ad-hoc Networks (VANETs) have become critical components of intelligent transportation systems,
particularly with the advent of 5G technology. However, security challenges, especially authentication
vulnerabilities and Rogue Base Station (RBS) attacks, pose significant threats to these networks. This study
presents a novel Machine Learning (ML)-based authentication protocol for secured 5G-enabled vehicular
communications. The proposed model integrates advanced ML techniques to detect and prevent RBS attacks while
ensuring ultra-reliable lowlatency communication (URLLC). Using synthetic datasets with varying sizes (90LBS—
18RBS to 1000LBS—180RBS) and window sizes (WS=3 to WS=10), the model achieved exceptional performance
with 99.9999% accuracy for the largest dataset. The results demonstrate a True Negative Rate (TNR) of 98—100%
for RBS detection and a minimal False Positive Rate (FPR) of approximately 1%. Performance comparisons with
existing protocols show that the proposed scheme requires fewer message exchanges (5 total messages versus 9—
16 for other protocols) and lower computational costs across all entities (UE, gNB, and AMF). The authentication
protocol was formally verified using AVISPA, confirming its robustness against various security threats. This
research advances the state-of-the-art in VANET security by bridging the gap between theoretical authentication
protocols and practical ML-based implementations suitable for resource-constrained vehicular environments.
Keywords: Vehicular Ad-hoc Networks; 5G Authentication;, Machine Learning; Rogue Base Station Detection,
URLLC; Network Security; V2X Communication.
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I.  Introduction

Vehicular communication is defined as communication between vehicles and has become increasingly
critical in modern transportation systems [1]. The main objective of deploying Vehicular Ad-hoc Networks
(VANETSs) is to reduce the level of accidents and enhance passenger safety, particularly for drivers navigating in
urban areas [2]. As vehicle populations increase daily, the rate of accidents also rises, making inter-vehicular
communication essential. For example, if vehicle A is moving ahead of vehicle B and suddenly encounters an
accident due to a thunderstorm, applying its brakes, the brake sensors and rain sensors of vehicle A automatically
activate and transmit an alert message to other vehicles. Upon receiving this alert, vehicle B slows down,
demonstrating the practical utility of inter-vehicular communication [3]. Vehicular networks are emerging as a
key application scenario for fifth-generation (5G) mobile communication systems. In the next decade, autonomous
vehicles will represent one of the main transmitters and receivers of 5G vehicular networks [4]. Compared with
traditionally manned vehicles, autonomous vehicles are extremely dependent on ultra-reliable low-latency
communication (URLLC) in 5G vehicular networks. Considering the URLLC requirement, a joint model of
reliability and latency must be investigated for 5G autonomous vehicular networks. Moreover, developing a
solution for improving both reliability and latency in 5G autonomous vehicular networks, i.e., implementing
URLLC, is a considerable challenge [5]. 5G networks provide unprecedented levels of flexibility and adaptability
that are necessary to support critical applications with stringent requirements in key vertical markets, including
automotive and mobility. The advent of 5G technology has ushered in a new era of connectivity, enabling high-
speed data transfer, low latency, and massive device connectivity [6]. In the context of vehicular communications,
5G facilitates Vehicle-to-Everything (V2X) communication, allowing vehicles to communicate with each other
and their surroundings [7]. This connectivity enhances road safety, traffic efficiency, and the overall driving
experience. However, the increased interconnectivity also presents significant security challenges, particularly
concerning the authentication of vehicles and communications [8]. Authentication protocols are critical for
establishing trust in vehicular networks. They ensure that only legitimate entities can access and interact within
the network, protecting against malicious attacks such as spoofing and denial of service [9]. Research indicates
that traditional authentication methods may not suffice in the dynamic and resource-constrained environments
characteristic of vehicular networks [1]. The unique requirements of 5G, including ultra-reliable low-latency
communications (URLLC) and Enhanced Mobile Broadband (eMBB), necessitate the development of robust
authentication protocols tailored to these needs [10]. Existing studies highlight various approaches to enhancing
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authentication mechanisms in vehicular networks. For instance, some propose using blockchain technology to
create decentralized authentication processes, while others have explored lightweight cryptographic methods
suitable for vehicular devices with limited computational power. Despite these advancements, significant gaps
remain in understanding the performance implications of these protocols in real-world 5G environments. This
research addresses the following critical problems: Insufficient security measures to protect against sophisticated
cyber threats, particularly Rogue Base Station (RBS) attacks; High latency in authentication systems, which is
unacceptable in time-sensitive vehicular environments; Limited consideration of processing power and battery
life constraints of vehicular devices in many existing protocols; Scalability challenges as the number of connected
vehicles increases exponentially and Lack of standardization leading to compatibility issues between different
manufacturers and systems.

This research makes several significant contributions to the field of VANET security:

1. Introduction of Machine Learning (ML) for designing and evaluating a secured 5G authentication protocol
for vehicular communications, combined with advanced optimization techniques and robust security features
to enhance network accuracy, latency, reliability, security robustness, and overall performance.

2. Implementation of AVISPA for formal verification of security analysis and validation of the proposed scheme,
providing rigorous security assurance.

3. Utilization of cryptographic algorithms such as hash functions, symmetric-key or asymmetric-key algorithms,
and digital signature algorithms to achieve high security and mutual authentication, bridging a significant gap
in current research and advancing knowledge in this emerging field.

4. Comprehensive security and performance analysis testing the security functions of the designed protocol and
comparing its computational and communication costs with existing protocols, while verifying conformance
to 5G network requirements using the Dolev-Yao intruder model.

The remainder of this paper is organized as follows: Section 2 presents related work in IoV intrusion detection
and feature selection methodologies; Section 3 describes the proposed TVC-BGWO framework; Section 4
presents comprehensive experimental results; Section 5 concludes the paper with key findings, and future research
directions.

1I. Review of Related Works

This section presents a comprehensive review of recent contributions in the area of authentication pro-
tocols, machine learning-based security mechanisms, and 5G-enabled vehicular communiecations. The
review is organized thematically to provide a structured understanding of the current state of research
and to identify gaps that this study aims to address. Patel et al. [11] investigated the use of multiple
machine learning approaches for identifying and categorizing anomalous behaviors within Internet of
Vehicles (IoV) environments. Their work focused on detecting various cyber threats, such as Denial of
Service (DoS) and spoofing attacks targeting vehicular parameters including gas level, RPM, speed,
steering angle, and wheel status. To improve transparency and user trust, Explainable Artificial In-
telligence (XAI) techniques were incorporated into the modeling framework. The authors employed
real-time sensor data and applied extensive preprocessing steps, including median-based imputation,
categorical feature encoding, min-max normalization, class imbalance correction using SMOTE, and
dimensionality reduction via Principal Component Analysis (PCA). Several classifiers—namely Ran-
dom Forest, XGBoost, Support Vector Classifier, Decision Tree, and Logistic Regression—were eval-
uated. Experimental results indicated that Random Forest produced the most reliable performance
across both binary and multi-class scenarios, closely followed by XGBoost, whereas SVC and Logistic
Regression showed comparatively lower effectiveness.

Aloqaily et al. [12] presented a supervised learning-based intrusion detection framework aimed at
safeguarding in-vehicle communication networks within Connected and Autonomous Vehicles (CAVs).
Their objective was to accurately differentiate normal Controller Area Network (CAN) traffic from
malicious messages. The study utilized the Car Hacking Dataset released by the Hacking and Coun-
termeasures Research Laboratory, which contains over sixteen million CAN-bus records encompassing
four distinct attack categories. Seven supervised algorithms were assessed, including Decision Tree,
Random Forest, Naive Bayes, Logistic Regression, XGBoost, Light GBM, and Multi-layer Perceptron.
Among these, Random Forest and Light GBM achieved the highest performance, each recording an
accuracv of 99.9% with verv low false alarm rates.
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Zhang et al. [1] proposed a computationally efficient intrusion detection model designed for IoV
systems by combining Gaussian Random Incremental PCA with an Optimal Weighted Extreme Learn-
ing Machine. The learning model was further optimized using Dynamic Inertia Weight Particle Swarm
Optimization to enhance classification accuracy. Validation experiments conducted on NSL-KDD and
CIC-IDS-2017 datasets produced accuracy values of 91.02% and 94.67%, respectively. Additionally,
the framework retained more than 96% of the original data information while significantly reducing
feature dimensionality and detection time. However, a key limitation of this work is its reliance on
general intrusion datasets rather than datasets specifically tailored to vehicular environments.

Ahmed et al. [13] developed a robust machine learning-based IDS aimed at mitigating DoS and
DDoS attacks in Vehicular Ad Hoe Networks (VANETS) and IoV infrastructures. Their approach
integrates Random Projection and Randomized Matrix Factorization techniques to extract relevant
features and reduce dimensional complexity. Using an application-layer DoS dataset, the Random
Forest classifier achieved perfect detection for benign traffic and near-perfect performance for attack
instances. The overall average accuracy of 98.7% exceeded that of many existing models, indicating
strong potential for real-time deployment.

Li et al. [14] introduced an edge-centric detection scheme known as RTED-SD, specifically designed
to identify Sybil-based DDoS attacks in IoV networks. The framework employs entropy-based mea-
surements to capture traffic distribution patterns and detect abnormalities, alongside a Fast Quartile
Deviation Check algorithm to recognize sudden deviations. To ensure fast response, optimized sliding
windows and incremental entropy computation were adopted, resulting in constant-time complexity.
Furthermore, the authors proposed a new metrie termed Temporal False Omission Rate to evaluate
detection timeliness.

Aslam et al. [15] proposed a deep learning-driven IDS for the Internet of Automobiles capable
of discriminating between legitimate and malicious vehicular data streams. Their solution utilizes
an autoencoder-assisted Deep Neural Network and was benchmarked against CNIN, RNN, LSTM,
and GRU architectures. The proposed model demonstrated superior performance, achieving 99.48%
accuracy, 98% precision, 97% recall, and a 99% F1l-score, thereby outperforming competing deep
learning approaches.

Tiwari et al. [16] designed a lightweight Fine Tree-based intrusion detection model trained on a
hybrid 5G-LENA IoV dataset generated through NS-3 and SUMO simulations. By incorporating hy-
perparameter optimization and post-pruning strategies, the model achieved near-perfect classification
performance across all evaluation metries. Despite these impressive results, the study primarily relies
on simulated data and does not explore important practical aspects such as energy efficiency, latency,
or cross-dataset validation, which may affect real-world applicability.

2.1 Research Gaps and Motivation

A thorough examination of existing studies highlights several unresolved issues in the domain of 5G-
enabled vehicular communications and authentication protocols. Although previous works have pro-
posed intrusion detection systems, blockchain-assisted authentication schemes, and lightweight erypto-
graphic techniques to mitigate security threats, limited attention has been given to integrating machine

learning-based rogue base station (RBS) detection directly into authentication mechanisms. Moreover,
many existing approaches lack formal security verification and comprehensive evaluation under realistic
vehicular communication environments. To address these shortcomings, this study proposes a compre-
hensive machine learning-driven authentication protocol for 5G-enabled VANETSs that combines RBS
detection with authentication procedures, incorporates formal verification, and evaluates performance
under realistic simulation scenarios.

3 Methodology

3.1 Research Design

This study adopts a simulation-based experimental research design to develop and evaluate a machine
learning-based authentication protocol for 5G-enabled VANETs. The overall framework consists of
four major phases: (i) realistic RBS data generation through simulation, (ii) development and training
of machine learning models, (iii) design and formal verification of the authentication protocol, and (iv)
performance evaluation and comparative analysis. Both quantitative metrics (accuracy, precision, re-
call, Fl-score, communication overhead, and computational cost) and qualitative analysis (verification
of security properties) are employed to comprehensively assess the proposed approach.

3.2 DMaterials

The materials utilized in this research are categorized into software tools and hardware resources, as
presented in Table 1.
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Table 1: Software and Hardware Requirements

Category Component Specification
3*Software Tools | Simulation Environment | MATLAB R2021b, Python 3.8
ML Framework TensorFlow 2.x, Keras API
Security Verification AVISPA (OFMC, CL-AtSe)
4*Hardware Processor Intel Core i5-8250U @ 1.6 GHz
Memory 16 GB DDR4 RAM
Storage 64 GB SSD
Operating System Ubuntu 20.04 LTS / Windows 10 Pro

3.3 Development of Machine Learning-Based Model

This work extends an existing base model to incorporate realistic rogue base station behavior and en-
hances the handover process to identify and ignore base station signals exhibiting rogue characteristics
[7]. The model focuses on autonomous detection of RBS using features such as GPS coordinates of the
legitimate base station (LBS), received signal strength (RSS), and the location of the platoon leader.
Since acquiring extensive real-world UE measurements is costly and time-consuming, a simulation-
based approach is adopted to generate large-scale datasets representing diverse operational scenarios.
The resulting synthetic datasets are suitable for training and evaluating machine learning models, as
well as for studying handover behavior and prevention strategies against RBS attacks.

3.4 Simulation of Rogue Base Station

In the simulated scenario, an attacker deploys an RBS near a roadway to monitor transmissions from
a legitimate base station. After gathering sufficient information, the RBS attempts to imitate the
LBS and attracts user equipment (UE) by transmitting a stronger signal through increased power or
a directional antenna [17]. When the received power at the platoon leader exceeds that of the LBS
by more than 5 dB, the UE is likely to initiate a handover to the RBS, enabling the attacker to inject
malicious commands [7].

Rather than assuming extremely high transmission power, this study models the RBS using a
lower-power transmitter equipped with a narrow-beam directional antenna. Antenna gain is expressed
as:

Area of Sphere
"™ Area of Antenna Pattern
For a rectangular antenna pattern, the gain is computed as:

(1)

4w 41953
" sinfsing  BWy x BW,

where BWy and BW; denote azimuth and elevation beamwidths in degrees, respectively. Equal
horizontal and vertical beamwidths are assumed, allowing beamwidth to be derived from the specified
antenna gain. This information, combined with RBS location, determines whether the UE lies within
the RBS coverage area.

In 5G networks, handover decisions are based on Measurement Reports derived from Synchro-
nization Signal Blocks (S5Bs) containing the Master Information Block (MIB). Since these signals
lack intrinsic protection, the serving base station may incorrectly initiate a handover toward an RBS.
Therefore, an ML-based protection mechanism is required.

(2)

3.4.1 Rogue Base Station Attack Model

The RBS attack scenario demonstrates that if the RBS successtully forges the identification parameters
of the LBS, such as its frequency, cell identifier, Mobile Country Code (MCC) and Mobile Network
Code (MNC), it masquerades as the LBS with higher RSS and declares itself available for connection.
The handover decision in 5G RAN is based on data in the Measurement Report, where the UE measures
signal power of swrrounding cells based on the Synchronisation Signal Block (SSB).
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3.5 A Flexible Testbed

3.5.1 Simulation Setup

The experiment was conducted in MATLAB Version R2021b and installed on a quad-core Dell machine
with an Intel Core i5-8250U CPU and 16 GB of RAM. The simulation focuses on developing a tool for
the synthesis of realistic MR data including both LBS and RBS, with the ability to specify simulated
RBS actors at varying positions to model various scenarios.

The simulation tool positions the RBS beam in various positions against a genuine base station to
create challenging situations for the proposed detection method, generating signal profiles for the RBS
in different positions relative to the peak received signal from a legitimate BS.

3.5.2 Simulation of Realistic RBS Signals

The simulation model enables rapid and effective generation of data for different scenarios where RBS
elements are positioned in locations that can potentially interfere with a 5G network. Changing simu-
lation parameters makes it possible to produce MR data for UE’s in diverse and dynamic environments
and develop strategies to prevent such attacks.

3.5.3 Produce Measurement Report

The UE measurement reports defined in 3GPP TR 38.331 provide information relevant for identifying
RBS, including the cell’s identity and RSS. The 3GPP specification provides for the Measurement
Report as a component that stores the 6 strongest RSS values at any time. At each timestamp, the
received signals from the six dominating BS in the vicinity of the platoon leader are computed.

3.5.4 Preprocessing Stage

The preprocessing stage takes as its input an MR data stream and produces an ML dataset as its
output, which is then supplied to the ML model for decision making. The data is arranged with each
BS on a separate line, consisting of an identifier (L for LBS, R for RBS) and first set of consecutive
RSS readings for that BS in the MR. The number of RSS samples in each BS set is referred to as the
width of the sample window.
3.5.5 Classification

During ML classification, a technique is performed to determine whether an ohservation fits into a
certain category. The goal is to build a binary classifier that can accurately recognise a stream of
incoming signal values as either from an authentic or a rogue BS. The classifier is trained by feeding it
successive data streams, indicating for each whether the stream represents a legitimate or rogue BS.

An artificial neural network algorithm is implemented with a hinary classification Multi-Layer
Perceptron (MLP) using sequential API with the following architecture:

e Input neuron layers: one neuron per input feature

e First hidden layer: 30 neurons with ReLU activation function and "he_normal’ weight initialisa-
tion

e Second hidden layer: 20 neurons with tanh activation function
e Third hidden layer: 5 neurons with ReLU activation function
e Final layer with sigmoid activation funetion

e Optimizer: SGD (Stochastic Gradient Descent) with binary cross-entropy loss function

3.6 Dataset Description

A synthetic dataset of simulated RSS measurements was generated to evaluate the proposed ML-based
authentication protocol for RBS detection in V2X networks. Three datasets with different scales were
created:

e 90 LBS and 18 RBS (90LBS-18RBS)
e 500 LBS and 90 RBS (500LBS-90RBS)
e 1000 LBS and 180 RBS (1000LBS-180RBS)

Each dataset includes GPS coordinates, RSS values, timestamps, and binary class labels indicating
legitimate or rogue base stations. Data were partitioned into training and testing sets using 70,/30 and
80/20 ratios.
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3.7 Performance Metrics

Classifier performance is evaluated using accuracy, recall, precision, Fl-score, and specificity. Let TP,
TN, FP, and FN denote true positives, true negatives, false positives, and false negatives, respectively.
The metrics are defined as [5]

Accuracy = T}? TN = (3)
TP+TN+FP+FN

Recall = % (4)

Precision = % (5)

Frson = i T o

Specificity = % (7)

3.8 Experimental Setup

The machine learning model is implemented in Python 3.8 using TensorFlow and Keras. A Multi-
Layer Perceptron (MLP) architecture with multiple hidden layers and ReLU activation functions is
adopted. Dropout regularization is applied to reduce overfitting. Binary cross-entropy is used as the
loss function, and the Adam optimizer is employed for training. Window sizes ranging from 3 to 10
consecutive RSS measurements are evaluated. Training is performed for 20 epochs with a batch size
of 32 and a validation split of 30%.

3.9 Formal Security Verification

Formal verification of the proposed authentication protocol is carried out using AVISPA. The protocol is
specified in HLPSL and analyzed using OFMC and CL-AtSe back-ends. Verification is conducted under
the Dolev—Yao adversary model to confirm properties such as mutual authentication, confidentiality,
integrity, and resistance to replay attacks.

4 Results and Discussion

4.1 Results

This section presents the experimental results obtained from evaluating the proposed ML-based au-
thentication protocol. The results are organized by performance metrics, including accuracy, precision,
recall, F1-score, and computational efficiency measures.

4.1.1 Accuracy

As expected, accuracy rises as the volume of data considered increases. With 500 LBS and 90 RBS,
a 70/30 split between training and testing data produces an accuracy result of 0.975 for WS=3. This
measure improves to 0.987 with an 80/20 split between training and testing data shown by the dashed
green line. For the larger dataset, accuracy increases even more, reaching 0.997 for the 500LBS-90RBS

dataset and 0.99999 for 1000LBS-180RBS.
4.1.2 Precision, Recall and F1-Score

Similarly, the factors of precision, recall, and Fl-score also increase with larger datasets and training
data. The larger the window size, the more data are available to make accurate decisions.

The accuracy measure demonstrates that WS=3 is not sufficiently reliable. WS=5 is significantly
more reliable, whereas WS=7 demonstrates improved performance with an accuracy of 0.995. However,
WS=10 is the best option overall with accuracy = 0.99999 for the largest dataset.

Although larger window sizes increase precision, excessively large windows may hinder connection
due to longer blocking time for a potential BS, which may introduce latency. WS=12 and WS5=15 were
explored but showed no better results than WS=10; therefore, the experiment stopped at WS=10. The
results for precision, recall, and F1-score, which are 0.997, 0.998, and 1.0 respectively for the 90LBS-
18RBS dataset, with further improvements for larger datasets. TNR (RBS detection probability) and
TPR (LBS detection probability) are regarded as the primary performance statistics. However, FPR
and FNR are also important in preventing detection of RBS as legitimate and legitimate BS as RBS.
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Table 2: FPR and FNR for Different Datasets (70%-30% Split)

Dataset FPR FNR

WS=3 WS=5 WS=7 WS=10 WS=3 WS=5 WS=7 WS=10
90LBS-18RBS 0 0 0 0 0 0 0 0
500LBS-90RBS 1.03 1.03 1.03 1.03 0 0 0 0
1000LBS-180RBS 0 0 0 0 0 0 0 0

Binary cross-entropy loss is used as the loss function. Results indicate that window size has no
noticeable impact on loss rate. while larger datasets achieve lower loss.

Table 3: TPR and TNR for Different Datasets (70%-30% Split)

Dataset TPR TNR

WS=3 WS=5 WS=7 WS=10 WS=3 WS=5 WS=7 WS=10
90LBS-18RBS 100 100 100 100 100 100 100 100
500LBS-90RBS 100 100 100 100 — — — 98.97
1000LBS-180RBS 100 100 100 100 100 100 100 100

4.1.3 Computational Cost

The proposed scheme was evaluated on a laptop running 64-bit Windows 10 operating system with
Intel Core i7-6500U CPU at 2.50GHz and 8 GB RAM. The pairing-based cryptography (PBC) library
was used for algebraic operations. Measured times included:

¢ Bilinear pairing operation: 3.79 ms

¢ ECC-based scalar multiplication: 0.68 ms
¢ ECC point addition: 0.486 ms

» Hashing operation: 0.0036 ms/Byte

According to the comparison, the computational performance of the proposed scheme is much
better than other schemes. Therefore, the protocol brings significant improvement to be suitable for
all handover scenarios in 5G Vehicular Communication networks. While there are safeguards built
into the 5G wireless standard that protect user data and ensure privacy is maintained throughout the
network, the identification of rogue agents in mobile networks remains one of the most serious concerns
in user and network security, as recognized by the 3GPP Security Group.

RBS attacks have been highlighted as a significant risk, and this study demonstrates that an ML
methodology is the most effective strategy for classifying BS data. RBS-MLP, an Al analyzer, has
been designed and implemented based on realistie synthetic datasets. It is 3GPP compatible, applies
ML to collected MR, and detects rogues intelligently.

The system can be integrated into the gNodeB of a 5G RAN to help stop attacks from hackers.
The technique has been applied to an extensive collection of data using a vehicular scenario to identify
inconveniences in the received signal level when an RBS utilizes the identity of an LBS. The results
reveal that the ML methodology is 99.999% accurate in some cases and provides a new baseline method
for RBS identification.The the performance of the 1000/180 dataset with WS=10. The largest dataset
provides better training for the ML, and larger windows allow the detection to perform better. Varying
these parameters resulted in a detection accuracy of 99.9999% for the 1000/180 dataset and WS=10.

5 Conclusion

The study focused on modeling and performance analysis of an authentication protocol for secured
5G enabled communication for vehicle Ad-hoc Networks (VANETSs). Exploiting simulation data and
advanced evaluation metries, the research identified that while there are safeguards built into the 5G
wireless standard that protect user data and ensure privacy is maintained throughout the network, the
identification of rogue agents in mobile networks remains one of the most serious concerns in user and
network security, as recognized by the 3GPP Security Group.RBS attacks have been highlighted as a
significant risk, and this study demonstrates that an ML methodology is the most effective strategy
for classifying BS data. RBS-MLP, an Al analyzer, has been designed and implemented based on
realistic synthetic datasets. It is 3GPP compatible, applies ML to collected MR, and detects rogues
intelligently. The study emphasized the robustness of WS=10 which is the best option overall with
accuracy=0.99999 for the largest dataset in scenarios involving malicious Base stations. WS=12 and
WS=15 were explored but showed no better results than WS=10. The factors of precision, Fl-score,
and recall were 0.997, 0.998, and 1.0 for the 90LBS-18RBS dataset, improving with larger extensive
datasets.Comparatively, TNR (RBS detection probability) and TPR (LBS detection probability) are
regarded as primarv performance statistics. However. FPR and FNR are also important in avoiding
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detecting RBS as legitimate and legitimate BS as RBS. These results underline the significance of
hybrid models for ensuring secure, efficient, and scalable communication in VNETS, particularly in
environments characterized by high mobility and unpredictable BSs behaviour. The Machine Learning
protocol proposed in this study offers significant advancements in the accuracy, efficiency, reliability,
and security of VANETSs. The protocol maintained low routing overhead while achieving a high packet
delivery fraction and minimal end-to-end delay, making it suitable for dynamic, resource-constrained
environments. [ts robustness against RBS established it as a viable solution for ensuring secure com-
munication in 5G Enabled Vehicular Communication. It also outperformed selected contemporary
protocols in handling complex routing challenges, particularly under high mobility and adversarial
threats. This ML methodology addressed notable gaps in recent studies, including:

e Limited application of advanced ML techniques for real-time anomaly detection and adaptive
authentication

e Insufficient analysis of the impact of dynamic network parameters on authentication protocol
performance

e Lack of comprehensive mathematical models for analyzing the reliability and latency of ML-based
authentication protocols in vehicular networks

These results emphasize the methodology’s importance in advancing the state-of-the-art for security
protocols in Vehicular Adhoe Networks (VINETSs). Future work should focus on the following directions:
Evaluation of SySUHA for the design and performance analysis of the scheme for Mobile Networks,
empirical Performance Validation should be carried out by demonstrating Vehicular Communication’s
superior performance through comprehensive empirical comparisons with widely used protocols such
as AODV, ZRP, and DSR, highlighting its efficiency and reliability.
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