
International Journal of Engineering Research and Development 

e- ISSN: 2278-067X, p-ISSN: 2278-800X, www.ijerd.com 

Volume 22, Issue 2 (February 2026), PP 102-110 

 

102 

Authentication Protocol for A Secured 5G Enabled 

Communication for Vehicular AD-HOC Networks 
 

Kubiat Afangide1, Akaninyene Obot2, Kufre Udofia3 
 

Abstract 

Vehicular Ad-hoc Networks (VANETs) have become critical components of intelligent transportation systems, 

particularly with the advent of 5G technology. However, security challenges, especially authentication 

vulnerabilities and Rogue Base Station (RBS) attacks, pose significant threats to these networks. This study 

presents a novel Machine Learning (ML)-based authentication protocol for secured 5G-enabled vehicular 

communications. The proposed model integrates advanced ML techniques to detect and prevent RBS attacks while 

ensuring ultra-reliable lowlatency communication (URLLC). Using synthetic datasets with varying sizes (90LBS–

18RBS to 1000LBS–180RBS) and window sizes (WS=3 to WS=10), the model achieved exceptional performance 

with 99.9999% accuracy for the largest dataset. The results demonstrate a True Negative Rate (TNR) of 98–100% 

for RBS detection and a minimal False Positive Rate (FPR) of approximately 1%. Performance comparisons with 

existing protocols show that the proposed scheme requires fewer message exchanges (5 total messages versus 9–

16 for other protocols) and lower computational costs across all entities (UE, gNB, and AMF). The authentication 

protocol was formally verified using AVISPA, confirming its robustness against various security threats. This 

research advances the state-of-the-art in VANET security by bridging the gap between theoretical authentication 

protocols and practical ML-based implementations suitable for resource-constrained vehicular environments. 
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I. Introduction 
Vehicular communication is defined as communication between vehicles and has become increasingly 

critical in modern transportation systems [1]. The main objective of deploying Vehicular Ad-hoc Networks 

(VANETs) is to reduce the level of accidents and enhance passenger safety, particularly for drivers navigating in 

urban areas [2]. As vehicle populations increase daily, the rate of accidents also rises, making inter-vehicular 

communication essential. For example, if vehicle A is moving ahead of vehicle B and suddenly encounters an 

accident due to a thunderstorm, applying its brakes, the brake sensors and rain sensors of vehicle A automatically 

activate and transmit an alert message to other vehicles. Upon receiving this alert, vehicle B slows down, 

demonstrating the practical utility of inter-vehicular communication [3]. Vehicular networks are emerging as a 

key application scenario for fifth-generation (5G) mobile communication systems. In the next decade, autonomous 

vehicles will represent one of the main transmitters and receivers of 5G vehicular networks [4]. Compared with 

traditionally manned vehicles, autonomous vehicles are extremely dependent on ultra-reliable low-latency 

communication (URLLC) in 5G vehicular networks. Considering the URLLC requirement, a joint model of 

reliability and latency must be investigated for 5G autonomous vehicular networks. Moreover, developing a 

solution for improving both reliability and latency in 5G autonomous vehicular networks, i.e., implementing 

URLLC, is a considerable challenge [5]. 5G networks provide unprecedented levels of flexibility and adaptability 

that are necessary to support critical applications with stringent requirements in key vertical markets, including 

automotive and mobility. The advent of 5G technology has ushered in a new era of connectivity, enabling high-

speed data transfer, low latency, and massive device connectivity [6]. In the context of vehicular communications, 

5G facilitates Vehicle-to-Everything (V2X) communication, allowing vehicles to communicate with each other 

and their surroundings [7]. This connectivity enhances road safety, traffic efficiency, and the overall driving 

experience. However, the increased interconnectivity also presents significant security challenges, particularly 

concerning the authentication of vehicles and communications [8]. Authentication protocols are critical for 

establishing trust in vehicular networks. They ensure that only legitimate entities can access and interact within 

the network, protecting against malicious attacks such as spoofing and denial of service [9]. Research indicates 

that traditional authentication methods may not suffice in the dynamic and resource-constrained environments 

characteristic of vehicular networks [1]. The unique requirements of 5G, including ultra-reliable low-latency 

communications (URLLC) and Enhanced Mobile Broadband (eMBB), necessitate the development of robust 

authentication protocols tailored to these needs [10]. Existing studies highlight various approaches to enhancing 
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authentication mechanisms in vehicular networks. For instance, some propose using blockchain technology to 

create decentralized authentication processes, while others have explored lightweight cryptographic methods 

suitable for vehicular devices with limited computational power. Despite these advancements, significant gaps 

remain in understanding the performance implications of these protocols in real-world 5G environments. This 

research addresses the following critical problems: Insufficient security measures to protect against sophisticated 

cyber threats, particularly Rogue Base Station (RBS) attacks; High latency in authentication systems, which is 

unacceptable in time-sensitive vehicular environments; Limited consideration of processing power and battery 

life constraints of vehicular devices in many existing protocols; Scalability challenges as the number of connected 

vehicles increases exponentially and Lack of standardization leading to compatibility issues between different 

manufacturers and systems.  

 

This research makes several significant contributions to the field of VANET security: 

 

1. Introduction of Machine Learning (ML) for designing and evaluating a secured 5G authentication protocol 

for vehicular communications, combined with advanced optimization techniques and robust security features 

to enhance network accuracy, latency, reliability, security robustness, and overall performance. 

2. Implementation of AVISPA for formal verification of security analysis and validation of the proposed scheme, 

providing rigorous security assurance. 

3. Utilization of cryptographic algorithms such as hash functions, symmetric-key or asymmetric-key algorithms, 

and digital signature algorithms to achieve high security and mutual authentication, bridging a significant gap 

in current research and advancing knowledge in this emerging field. 

4. Comprehensive security and performance analysis testing the security functions of the designed protocol and 

comparing its computational and communication costs with existing protocols, while verifying conformance 

to 5G network requirements using the Dolev–Yao intruder model. 

 

The remainder of this paper is organized as follows: Section 2 presents related work in IoV intrusion detection 

and feature selection methodologies; Section 3 describes the proposed TVC-BGWO framework; Section 4 

presents comprehensive experimental results; Section 5 concludes the paper with key findings, and future research 

directions. 

 

II. Review of Related Works 
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